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Abstract. Even though we live in a connected society, there is a growing
tendency to distrust the virtual world. This is largely due to the advent
of deepfakes and other artificial intelligence capable of emulating vari-
ous human characteristics, including voice, video, personal expressions,
and writing styles. It is, therefore, imperative to develop secure and ef-
fective authentication and authorization methods that can be deployed
against these systems. However, using passwords, biometric data, and
possessions presents many problems exacerbated by this new paradigm’s
advent. We defend that this context requires a rethink of social authen-
tication methods, although we first need to gain insight into their low
uptake. In this context, we posit that the characteristics of the Internet
at the time of the method conception, the temporal distance separating
authentication, and the lack of transparency in updating items such as
security contacts are likely contributing factors. Furthermore, we argue
that it should be integrated with the individual’s offline social sphere
to foster greater trust in networked systems. Finally, we leave potential
modifications and questions for further discussion.

Keywords: Social Authentication - Offline-Online Integration - Trust
in Networking Systems.

1 Introduction

We are approaching a crucial point in the evolution of authentication meth-
ods. The academic community has long been critical of authentication methods
based on passwords, citing various usability issues [1]. Furthermore, these meth-
ods are susceptible to significant vulnerabilities, including brute force attacks,
data breaches, and other security risks [13|. Similarly, despite being widely used
in critical banking applications, biometric authentication faces new threats. As
AT models become more sophisticated, emulating voice, writing patterns, and
even videos becomes easier. This highlights potential weaknesses in biometric
techniques, particularly those that depend on particular hardware or highly con-
fidential user information [2].

While the use of keys stored on personal devices shows promise, there are
instances where the loss or theft of the device has resulted in users being unable
to access their systems [10]. Furthermore, a reliance on a single device can present
both usability and security challenges. In light of these considerations, it is clear
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that there is a need to rethink authentication methods to align them with the
demands and technological realities of 2025.

We believe this is the ideal time to re-evaluate social authentication meth-
ods. Although they gained attention with the advent of social networks [8, 6, 15],
these methods have never achieved widespread adoption. The rise of deepfakes
and Al technologies underscores the urgency of new virtual identity authentica-
tion, enabling safe real-world actions. Previously limited by the tech and social
context, social authentication now faces a more favorable landscape for adoption.

Recently, the SOAP protocol was proposed based on identity providers [12].
If a user possesses multiple digital identities, their real identity can be confirmed.
The authors define social authentication as a process based on online impres-
sions, negating the necessity for links to the real world. While this approach has
positive implications in situations like whistleblowing [7], social authentication
should also consider a broader range of social factors beyond verifying multiple
accounts with different identity providers. These factors could be leveraged for
authentication purposes and to authorize actions that integrate the digital and
physical worlds.

We show two examples of this: SIM Swap and porting. In both cases, there
is a procedure to transfer the phone number to a new SIM card or another
mobile network operator [9]. These cases involve a combination of virtual and
real-world identity authorization and are susceptible to various scams exploiting
current authentication models [11]. As we explain later, social authentication can
also benefit professional environments. But what are the reasons for the lack of
popularity of social authentication? What steps can be taken to develop protocols
that implement it more efficiently, considering usability and security? Would it
be appropriate to use this approach in all cases?

Our position paper examines state of the art in social authentication and
defends the following points: @ the need for real-time adaptation, with a cer-
tain amount of privacy, due to the challenge of maintaining trust-based social
authentication that accurately represents volatile human relationships; @ a
greater focus on the amount of time expended in the authentication process is
needed to solve usability issues, and @ the effectiveness of social authentication
is directly related to collaborative access and fraud prevention, exemplified by
SIM swap cases. We sketch protocol enhancements to integrate authentication
and authorization across physical and digital contexts.

2 Barriers of Social Authentication

We identified two main categories of social authentication in the literature:
knowledge-based and trust-based [3]. Knowledge-based authentication requires
users to provide information about their contacts and online interactions. Con-
versely, trust-based authentication relies on social validation from the user’s con-
tacts. Furthermore, research is being done to extract the user’s social context to
validate their permissions [4].
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An example of a knowledge-based authentication implementation is shown
in Figure 1. In this process, @ represents a user initiating authentication on a
system. To verify the user’s identity (or as part of a multi-step authentication
journey combined with other methods), @ the system randomly selects a security
question from a pre-defined set. The corresponding answer is then @) retrieved
from a dataset of social data collected from the user. This dataset @ returns
a set of possible answers, which the system presents to the user in @. If the
user provides the correct response in @, access is granted, and the system is
unlocked.

Fig. 1. Example of a knowledge-based social authentication flow and its entities.

One challenge in knowledge-based social authentication is analyzing individ-
ual contexts, identifying information users can recall from photos, and under-
standing the uniqueness of social data [3]. In the current context of language and
image recognition models, this data is often publicly available on social networks,
making it susceptible to interpretation from attackers.

While these methods have several shortcomings regarding security and us-
ability, they offer an advantage concerning authentication distance. The time
required for authentication is a key benefit of these methods. For instance, when
suspicious activity is detected on a user’s account, Facebook halts the process
and requests that the user identify individuals in photos of friends on the net-
work. Upon successful identification, the system is immediately released [8].

Looking at trust-based methods, a security ceremony involving the concept
of vouching is introduced in [5]. This type of authentication is based on the defi-
nition of a list of trusted contacts later used to validate the user’s authentication
by sending confirmation codes. This scheme may differ in the mechanisms used
to set up, send, and collect verification codes [3]. However, defining the list of
contacts is mainly manual and depends on the user’s remembering to update it;
this problem relates to point @

An example of this authentication method is shown in Figure 2. In this ap-
proach, the user pre-registers a list of trusted contacts in the system through an
out-of-band process for future authentication. When authentication is required,
@ the user initiates the process within the system, @ which then selects a
trustee from the list and @) sends them a message containing a one-time PIN
through SMS. The user must then communicate with the trustee to obtain
the code and @ enter it into the system to verify their identity.
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Trustee contacts

Fig. 2. Example of a trustee-based social authentication flow and its entities.

Although these methods have fewer problems related to public data, as with
the knowledge-based method, they have attacks demonstrated in the literature,
such as the forest fire attacks [6]. This attack consists of fooling one of the
security contacts and then sequentially confusing the others to make them accept
a false authentication. Naturally, such an attack is complex and involves the
manipulation of several human nodes.

In addition to the attacks, two usability issues are raised: the distance of au-
thentication and the automation of the processes involved. In the first case, since
authentication depends on confirming the user’s identity with each of the con-
tacts required for authentication, and given the current existence of deepfakes,
there is a delay between starting and completing the authentication process. This
problem is related to point @ Similarly, handing over authentication responsi-
bility to humans reduces automation and makes it difficult to measure trust in
social relationships and reflect it in authentication schemes [3].

Also, we have the system based on the results of the i-Contact and k-Contact
subsystems [4]. The first subsystem asks users to confirm the identity of neigh-
bors based on eye contact. It then passes this contextual information to k-
Contact, determining the users’ authenticity level. As more reports are collected,
users gain access rights to more resources. This system may have problems with
the authentication distance and the integrity of the reported information.

3 What should social authentication have?

In light of the methods mentioned earlier and the SOAP protocol [12] explained
in Section 1, social authentication presents an intriguing fundamental concept:
leveraging the credibility of a known individual based in the society around
them. However, it also raises concerns regarding conceptualizing the underlying
principles and defining the relevant properties, which must be adapted to align
with the current authentication needs.

For instance, the methods outlined in Section 2 leverage users’ social and
individual contexts to facilitate authentication and authorization. However, in
SOAP, this same authentication is shown to have the objective of verifying the
authentication of a prover using one or more of their digital identities. This
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introduces a divergence in approach: should we rely on an individual’s real social
contexts or the possession of anonymous digital identities?

We believe that integrating with the real world offers a more advantageous
approach in some cases. In addition to the growing difficulties in trusting digital
networks, there is also a significant human aspect to consider. Could a system
that mimics or understands the real social fabric, even if only in the context of
authentication, foster collaborative benefits? Such a system would align with how
people interact and build trust daily, using the fundamental nature of human
relationships to create a more intuitive and effective model.

However, the methods developed thus far based on these concepts lack the
mechanisms mentioned above. To illustrate, although trustee-based models are
established on real security contacts, they do not automatically adapt to an
individual’s social changes. Instead, users must update their contacts manually
for this to occur. In conjunction with the authentication distance, this harms
the method’s adherence.

In this context, we argue that a social authentication model should ideally be
capable of transparently updating security contacts without requiring user
intervention, ensuring a short response time, and maintaining robust privacy
guarantees. At the same time, it should not rely on easily found information
as knowledge-based approaches nor depend on continuous human intervention
as in the current context-aware methods.

4 Connecting Physical and Digital Authentication

Given the defined properties and constraints, we are looking for possible modifi-
cations to the current implementations and the possibility of new deployments.
Note that the ideas discussed here do not necessarily cover all the restrictions
and properties we are looking for simultaneously, as reconciling them is a work
in progress. In the following, we discuss examples related to point @

We recall that the SIM swap procedure involves changing SIM cards while
maintaining the same number. It requires user authentication to proceed. How-
ever, passwords are an ineffective solution in this case, as SIM swap occurrences
are rare, and users cannot recall passwords that are seldom used [14]. Authentica-
tion in this context relies on user biometrics or personal information, frequently
relying on publicly available data, which has been subject to numerous attacks
related to social engineering [9].

We believe that this is an ideal case for trustee-vouching-based authentication
since there is no need for the authentication distance to be instantaneous. How-
ever, it is essential to develop a mechanism for updating these security contacts
that is transparent to users. We propose the following solution to this problem.
Given a particular device, a user generates a secret and distributes parts of the
secret in pieces across several geographical contexts. Defining temporal and rep-
etition patterns for secret distribution can be achieved via Bluetooth without
requiring the user to act. It is necessary to define a way to check the correctness
of the assembled secret, which may use asymmetric encryption.
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Here, we outline two options for updating contacts based on the chunks
distributed. The first option is for the user to receive a notification at regular
intervals containing the potential security contacts to select. Only with their
approval is this sent to the network operator. The second option is that the
operator receives the potential contacts for each context at regular intervals.
This could present privacy and tracking issues. Following the initial biometric
or knowledge-based authentication, the user must confirm a subset of the secret
information to form the split secret.

Figure 3 illustrates the update mechanism as follows: @ the system generates
a key pair and sends the public key to its server; @ the private key (or secret)
is divided into N parts, which are distributed across specific contexts; @) each
part of the secret is assigned to a specific user cluster, requiring the user to
collect a subset of k parts (where kK < N) to reconstruct the secret (Shamir’s
Secret Sharing); and @ when authentication is needed, such as in the case of
a SIM swap, the user must retrieve at least k parts of the key to successfully
reconstruct the secret and regain access to their account. The utilisation of this
mechanism is illustrated in Figure 2.

)
a <

Gen KeyPair

o e
S0 +s1 = ﬂ
subset of N

Fig. 3. The following example illustrates the process of updating trustee contacts in
the absence of any deliberate initiation of the flow by a human.

This type of authentication can be a valuable tool in corporate access con-
trol since managing permissions in large organizations is challenging, creating
unnecessary bureaucracy. One potential approach to authorization could involve
using social authentication in conjunction with job analysis and creating pseudo-
contexts for conversations. To illustrate, a user could add keywords that, if men-
tioned in a chat, do not require encryption and confirm that they have obtained
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another user’s permission or identity for access. An authorization may be granted
to a user u if they have the support of a number n of other users with permission.

5 Conclusion

The solutions presented above can function with one of the properties identified
as crucial for the success of social authentication: transparency of the security
contact updating process. Nevertheless, there is still a need to reduce the authen-
tication distance and increase transparency in part of the process. The challenge
remains in identifying a generic social authentication process that can be used
on smaller scales of authorization. One of the key issues we aim to address is
whether social authentication should be based on an entirely online model, with
no reference to real-world circumstances, or whether it should be integrated into
the existing framework.

Moreover, whether the properties and restrictions raised here truly reflect the
characteristics needed to define a good implementation is worth questioning. Is it
feasible to develop a generic framework to facilitate the adoption and popularity
of these methods in different contexts? Ultimately, when is social authentication
the optimal choice over other forms of authentication? It seems an ideal solution
in cases where SIM swap is a factor. Other similar cases can be mapped out,
and whether it can be used as the first authentication factor can be answered.
These questions are the foundation of our work and the focus of our discussion.
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