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Fixed-weight vectors in HQC

HQC [2] samples vectors in Vn,ω = {v ∈ Fn
2 : |supp(v)| = ω}.

Two samplers in the spec., named SampleFixedWeightVect
(SFWV) and SFWV$.

SFWV$ is used in key generation, based on rejection sampling. It is
uniform, but needs a variable amount of randomness.

SFWV is used elsewhere, based on [4]. It is slightly biased, requiring
correction factors to the IND-CCA2 bound.

Goal
Can we have a single, deterministic, uniform sampler?
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Combinatorial unranking

Definition
A ranking function is a bijection R : S → [0, |S|) defining a total
order on S. The unranking function is the inverse U = R−1.

Our approach replaces SFWV and SFWV$ simultaneously.
1 Squeeze B bytes from the XOF, with

(n
ω

)
· 2−8B < 2−2λ.

2 Reduce the output r modulo
(n

ω

)
.

3 Evaluate U(r), which outputs an element of Vn,ω.

We must ensure the modulo bias is cryptographically negligible with
respect to the security parameter λ.
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Two flavors of unranking: Ulex and Urb

Any r ∈ [0,
(n

k
)
) decomposes to r =

∑k
i=1

(ci
i
)
, with ck > · · · > c1

[3, p. 360], giving k-subsets of {0, . . . , n − 1} in lexicographic order.

Ulex finds the unique sequence ci [1]. We use a variant of Pascal’s
rule to make Ulex constant-time, requiring long integer arithmetic.

We can also split
(n

k
)

=
∑

j
(⌊n/2⌋

j
)(⌈n/2⌉

k−j
)
, which defines a “recursive

block” order and thus a new unranking algorithm Urb.

It uses long integers at upper levels of the recursion path. It is
faster, but variable-time due to the unbalanced path.
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Performance measurements
Average of 100 runs on an AMD Ryzen™ 7 9700X
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Randomness consumption is also reduced from 4 to 19%.
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What’s next

The bottleneck for Ulex is long integer arithmetic, and AVX2 does
not help (yet).

We are working in making Urb constant-time, and exploring libraries
such as cryptoint and s2n-bignum, and the Jasmin language.

We are also extending this to other cryptosystems with similar
sampling procedures, such as BIKE, NTRU and Classic McEliece.

Partially supported by FAPESC (62/2024), ON-RCPN of Brazil, and
NSERC of Canada (RGPIN-2024-05341).

Thank you! Any questions?
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