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Abstract. Bounded integer compositions are fundamental combinato-
rial objects employed in cryptography, yet they lack a unified theoretical
treatment and efficient implementations for combinatorial (un)ranking.
We propose generic algorithms that allow us to describe proposals found
in the literature as specific parameter sets. Consequently, we are able to
provide a single proof of correctness that applies simultaneously to all
derived algorithms; characterize a number of ad hoc optimizations with
respect to our generic framework; and discuss the storage complexity of
pre-computed combinatorial count tables. Furthermore, drawing on Gaus-
sian limit laws from analytic combinatorics, we propose performance and
storage optimizations for the particular case of uniform random inputs to
(un)ranking algorithms, a common setting in cryptographic applications.
To validate our results, we give portable low-level implementations ready
for use by algorithm designers, filling a practical gap in the literature.
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1 Introduction

Combinatorial ranking provides a standard method for the uniform sampling
and optimal compression of ordered structures, which are fundamental prob-
lems in cryptographic algorithms. In particular, ranking of (bounded) integer
compositions is employed in (i) hash-based signatures, (ii) format-preserving
encryption, and (iii) code-based cryptosystems. We expand on these use cases
below, and argue how a unified approach joins the perspectives of the literature
into a systematic framework of ranking compositions in applied cryptography.

In hash-based signatures like SLH-DSA (formerly SPHINCS+) [25], mapping
messages to bounded compositions is standard practice to improve performance
and signature sizes [14]. While fundamental (un)ranking algorithms are frequently
rediscovered [26,11,29], recent research has focused on optimizations like rejection
sampling [12] and parameter tuning [35,14,27] to reduce overhead.
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Format-preserving encryption (FPE) ensures plaintexts and ciphertexts main-
tain the same structural constraints, often via the rank-then-encipher paradigm
introduced in [4]. In sum-preserving (SPE) schemes, messages are bounded compo-
sitions, which is relevant for thumbnail-preserving encryption [31], and statistical
analysis of encrypted data [21].

Finally, a number of code-based cryptosystems require mapping binary strings
to fixed-weight error vectors [16,19]. Although deterministic unranking has largely
been superseded by randomized, constant-time alternatives [3] to mitigate side-
channel risks, algorithmic improvements could reinstate combinatorial ranking
as a competitive, deterministic solution.

Contributions. We present a comprehensive framework for the combinatorial
ranking of bounded integer compositions. By parameterizing the problem into a
strategy composed of three functions, focused on this particular structure, we are
able to (i) recover classical algorithms and correctness proofs as specific instances
of our framework; (ii) analyze common optimizations such as bisection search
and partial sum re-usage; (iii) propose a probabilistic strategy that exploits
the statistical structure of random compositions, suitable for cryptographic
algorithms. We also measure the performance and storage requirements of several
(un)ranking algorithms and pre-computed combinatorial count tables.

2 Preliminaries

Notation. We write x
r← X to mean x is sampled uniformly at random from X,

[xj ]f(x) to be the coefficient of xj in the generating function f , [d] = {0, 1, . . . , d},
and lg = log2. For any statement P , [[P ]] is the Iverson bracket, where [[P ]] = 1
if P is true and 0 otherwise. Let () be the empty sequence. Given sequences Y =
(y1, y2, . . . , yα) and W = (w1, w2, . . . , wβ) such that |Y | = α and |W | = β, let
y⊕Y = (y, y1, . . . , yα), Y ⊕y = (y1, . . . , yα, y), Y ⊕W = (y1, . . . , yα, w1, . . . , wβ)
and Y R = (yα, . . . , y1).

Combinatorial ranking & compositions. Let S be a finite set, N = |S| and s, t ∈ S
such that s ≠ t. A ranking function is a bijection R : S → [N − 1] that defines
a total order ≺ord on the elements of S, i.e., s ≺ord t if and only if R(s) < R(t)
[17, Section 2.1]. Given a ranking function, the unranking function is the inverse
bijection U = R−1, i.e., U : [N − 1] → S such that R(s) = i if and only if
U(i) = s for all i ∈ [N − 1].

Consider n, k ∈ Z>0. A weak k-composition of n is a sequence (a1, . . . , ak)
such that

∑︁k
i=1 ai = n and each part ai ∈ Z≥0. An S-bounded composition

with S ⊆ Z≥0 is a composition of n such that ai ∈ S. If S = [d] for d ∈ Z>0,
we denote the compositions d-bounded [5]. We denote the set of d-bounded k-
compositions of n by Cd(n, k), and its cardinality by Cd(n, k), which is expressed
by the generating function below.

Lemma 1 ([8, I.15]). Cd(n, k) = [xn]
(︂

1−xd+1

1−x

)︂k

.
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The polynomial interpretation yields a double combinatorial sum, deemed a
“simple binomial convolution” [8, p. 43] and originally attributed to [22].

Lemma 2 ([1, Remark 60]). Cd(n, k) =
∑︁k

i=0(−1)i
(︁

k
i

)︁(︁
n−(d+1)i+k−1

k−1
)︁
.

We consider the upper limit of the summation to be j = min(k, ⌊ n
d+1⌋), which

prevents unnecessary computations, and hereafter denote Cd(n, k)α to be the
α-th term of the right-hand side of Lemma 2, for α ∈ [j]. The cardinality may be
computed by two recursive formulas that generalize Pascal’s and Vandermonde’s
identities, respectively.
Theorem 1 ([1, Theorem 11]). If k = 1 and n > d, Cd(n, k) = 0. If k = 1
and n ≤ d, Cd(n, k) = 1. Otherwise, Cd(n, k) =

∑︁d
i=0 Cd(n− i, k − 1).

Theorem 2 ([6, Table 1]). Let k1, k2 ∈ Z≥0 such that k1 + k2 = k. If k = 1
and n > d, Cd(n, k) = 0. If k = 1 and n ≤ d, Cd(n, k) = 1. Otherwise, Cd(n, k) =∑︁n

n1=0 Cd(n1, k1) · Cd(n− n1, k2).
For further information on bounded integer compositions, we refer the reader
to [6] for historical perspectives and applications to other disciplines.

Combinatorial orders. We recall that for any set S of size N , there exist N !
total orders for S, corresponding to the number of distinct permutations of its
elements. We give several descriptions of usual total orders found in the literature,
following the “constructive” notation of [2, Section 14.1]. We use bold letters
(e.g., Cd(n, k)) to denote a permutation of Cd(n, k) related to a specific order.

The canonical total order is lexicographic, or “dictionary” order, which aligns
naturally with the recursive structure of Theorem 1. A common variant, defined
below, can be intuitively understood as “lexicographic read from right to left”.
Definition 1. The colexicographic order, or ≺colex, is defined as follows. If k = 1
and n > d, Cd(n, 1) = (). If k = 1 and n ≤ d, Cd(n, 1) = (n). Otherwise,

Cd(n, k) =
(︁
Cd(n, k − 1)⊕ 0, Cd(n− 1, k − 1)⊕ 1, . . . , Cd(n− d, k − 1)⊕ d

)︁
.

We obtain the reflected Gray code [32, Theorem 1], or Eades-McKay [2, Section 6.5]
order, by reversing the Cd(n− 1, k− 1) substructure at odd d. This order, which
we denote by ≺gray, is minimal-change: two consecutive compositions differ only
by two parts [2, Section 6.4].

We can also order compositions via the structure of Theorem 2, as proposed
recently in [21], but first connected to cryptographic applications in [29]. Let
l = (li)p

i=1, r = (rj)q
j=1 be any two ordered lists of sequences with p, q ∈ Z≥0.

The “product” operation is defined as l⊙ r = ⊕p
i=1

(︁
⊕q

j=1(li ⊕ rj)
)︁
, or l⊙ r = ()

if p = 0 or q = 0. Explicitly, this produces the sequence (l1 ⊕ r1, . . . , l1 ⊕
rq, . . . , lp ⊕ r1, . . . , lp ⊕ rq).
Definition 2. The recursive block order, or ≺rb, is defined as follows. If k = 1
and n > d, Rd(n, 1) = (). If k = 1 and n ≤ d, Rd(n, 1) = (n). Otherwise, for
kl = ⌊k

2 ⌋ and kr = k − kl,

Rd(n, k) =
⨁︁min(n,kl·d)

nl=0

(︂
Rd(nl, kl)⊙Rd(n− nl, kr)

)︂
.
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It is essentially a lexicographic ordering of the subproblems defined by Theorem 2
for k1, k2 split exactly at k

2 . We note that ≺rb is remarkably connected to the
boustrophedonic order [20], hereafter denoted ≺bous. They differ only in how nl

and nr are chosen; while for ≺rb, nl grows monotonically from 0 to min(n, kl · d),
for ≺bous the iteration sequence is 0, n, 1, n− 1, . . . , giving rise to a more complex
recursive case:

Bd(n, k) =
⨁︁⌊ n

2 ⌋
j=0

(︂(︁
Bd(j, kl)⊙Bd(n− j, kr)

)︁
⊕ τ

)︂
,

where τ = Bd(n− j, kl)⊙Bd(j, kr) if j < n− j, and () if j = n− j; see [9].

3 Generic (un)ranking algorithms

The design of (un)ranking algorithms is closely linked to the total order defined on
the target combinatorial class. For instance, Theorem 1 implies that an unranking
algorithm for ≺colex must essentially determine

min
{︂

p ∈ [min(n′, d)] :
∑︁p

j=0 Cd(n′ − j, i) > r′
}︂

(1)

for every part i ∈ (k − 1, . . . , 1), while tracking the partial sum n′ and remaining
rank r′. (Of course, p is the i-th part of the resulting composition.) Historically,
this iterative approach has dominated the literature, due to its intuitive definition
and ease of verification [15, p. 358].

The generalized framework proposed in [20,23] unified the derivation of
(un)ranking algorithms for decomposable combinatorial structures, via the sym-
bolic method of analytic combinatorics [8]. However, it prioritizes universality
by relying on fixed orders (≺lex and ≺bous). As a result, research into alternative
orders remains sparse, despite evidence that order choice significantly impacts
the performance of enumeration and (un)ranking algorithms [20, Theorem 2].

Inspired by this generic framework, we take a complementary approach;
rather than fixing the order to derive an algorithm for a generic class, we fix the
combinatorial object (bounded compositions) and treat the strategy as a variable
parameter. We let a strategy be a tuple of functions Σ = (D, P, S), where the
components are formally defined as follows.

Decomposition. The function D : Z≥1 → Z≥0 × Z≥0; k ↦→ (kl, kr) determines
the recursive structure of the algorithms by mapping a problem size k to a
pair of smaller sizes satisfying kl + kr = k. Examples are Dl(k) = (1, k − 1),
Dr(k) = (k − 1, 1) and Ds(k) = (⌊k

2 ⌋, ⌈
k
2 ⌉).

Path. The function P : Z≥0 × Z≥0 × Z≥0 →
⋃︁n+1

m=0(Z≥0)m; (n, kl, kr) ↦→ w
generates the traversal schedule. It maps the current context to a sequence
of values to visit. The output w = (w1, w2, . . . ) must be a permutation of
the valid range {n1 ∈ [n] : Cd(n1, kl) > 0 ∧ Cd(n − n1, kr) > 0}. Exam-
ples are Pinc(n, kl, kr) = (w1, . . . , wm), Pdec(n, kl, kr) = (wm, wm−1, . . . , w1) and
Palt(n, kl, kr) = (w1, wm, w2, wm−1, . . . ).
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Remark 1. We restrict D to binary splits instead of a full m-ary decomposition
k → (k1, . . . , km). The generic decomposition would require P to iterate over all
m-compositions of n, increasing the size of the local search space to O(nm−1).
Since any m-ary decomposition can be represented as a tree of binary splits with
constant overhead, the binary restriction bounds the iteration size of P to O(n)
at each step without loss of generality.

Split. The component S is a family of bijections indexed by dimensions (u, v, w) ∈
Z2

≥1 × Z≥0. The function S(u,v,w) : [uv − 1] → [u − 1] × [v − 1]; r ↦→ (rl, rr)
decomposes a rank r to sub-ranks rl, rr satisfying rl + rr = r based on the
value w. Examples are S(u,v,w)

div (r) = (⌊ r
v ⌋, r (mod v)), the usual specialization

S(1,v,w)
id (r) = (0, r), and S(1,v,w)

g (r) = (0, r) if w ≡ 0 (mod 2) and (0, v − 1 − r)
otherwise. Specific instantiations may discard certain parameters if they are not
required by the algebraic structure of the split.

Recursive construction. The ordered sequence of compositions Cd(n, k) generated
by a strategy Σ, denoted Zd(n, k), is defined recursively. We first extend the
product operation ⊙ to account for the operation of S. Let L and R be ordered
lists of compositions with sizes u and v, respectively. The permuted product L⊙SR
is the list of size uv where the r-th element is Lrl

⊕Rrr
, with (rl, rr) = S(u,v,w)(r)

for r ∈ [uv − 1]. For (kl, kr) = D(k), the generic sequence is

Zd(n, k) =
⨁︁

wl∈P(n,kl,kr)

(︂
Zd(wl, kl)⊙S Zd(n− wl, kr)

)︂
.

Standard instantiations. The strategy Σ can be instantiated to recover standard
algorithms. We denote Σord as the strategy “corresponding to ≺ord”. The same con-
vention is applied to (un)ranking functions. We give a number of strategies as fol-
lows: (i) Σlex = (Dl, Pinc, Sid); (ii) Σcolex = (Dr, Pinc, Sid); (iii) Σgray = (Dl, Pinc, Sg);
(iv) Σrb = (Ds, Pinc, Sdiv); and (v) Σbous = (Ds, Palt, Sdiv).

Formalization. All components of the generic (un)ranking algorithms are mech-
anized in Lean 4 [24]. We prove their correctness via strong induction, and
instantiate the Σcolex, Σrb and Σgray strategies to show that the framework is
sound. We also prove the auxiliary propositions, lemmas and theorems discussed
in the following sections, which might be of independent interest. The complete
artifact is available at [34].

We present the generic unranking and ranking algorithms for bounded integer
compositions in Algorithm 1, respectively. We assume that the parameters n, k, d
are valid, such that Cd(n, k) > 0. Then, Theorem 3 states that the algorithms
are mutual inverses, i.e., they establish a strict bijection between the set of
combinatorial objects and their indices. In other words, composing the two
operations yields the identity function on both domains, guaranteeing that the
enumeration is exhaustive and collision-free.

Theorem 3. Let S = Zd(n, k). Then, for any z ∈ S and r ∈ [|S| − 1],

RΣ(n, k, d, UΣ(n, k, d, r)) = r and UΣ(n, k, d, RΣ(n, k, d, z)) = z.
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RΣ(in: n, k, d, z; out: r).

1. If k = 1, set r ← 0 and exit.
Otherwise, go to Step 2.

2. Set (kl, kr)← D(k).
3. Set wl ←

∑︁kl

i=1 zi.
4. Set L← (z1, . . . , zkl ).
5. Set R← (zkl+1, . . . , zk).
6. Set w← P(n, kl, kr).
7. Set r ← 0.
8. For each v ∈ w:
8A. If v = wl, go to Step 9.
8B. Set r ← r + Cd(v, kl) · Cd(n− v, kr).

9. Set rl ← RΣ(wl, kl, d, L).
10. Set rr ← RΣ(n− wl, kr, d, R).
11. Set nl ← Cd(wl, kl).
12. Set nr ← Cd(n− wl, kr).
13. Set r ← r + (S(nl,nr,wl))−1(rl, rr).

UΣ(in: n, k, d, r; out: z).

1. If k = 1, set z ← (n) and exit.
Otherwise, go to Step 2.

2. Set (kl, kr)← D(k).
3. Set w← P(n, kl, kr).
4. For each wl ∈ w:
4A. Set nl ← Cd(wl, kl).
4B. Set nr ← Cd(n− wl, kr).
4C. Set V ← nl · nr.
4D. If r < V , go to Step 5.
4E. Set r ← r − V .

5. Set (rl, rr)← S(nl,nr,wl)(r).
6. Set L← UΣ(wl, kl, d, rl).
7. Set R← UΣ(n− wl, kr, d, rr).
8. Set z ← L⊕R.

Algorithm 1. Generic ranking and unranking algorithms parameterized by a strategy
Σ = (D, P, S). We recall that n, k, d ∈ Z>0, z ∈ Cd(n, k) and r ∈ [Cd(n, k)− 1].

We now discuss how specific choices for Σ = (D, P, S) determine the efficiency
of the resulting (un)ranking algorithms. We focus our analysis on D and P, as
we observe that S performs only elementary arithmetic, with negligible cost
compared to the search in P or how D controls the recursion structure.

3.1 Decomposition and storage requirements

The repeated evaluation of Cd(n, k) for arbitrary n, k, d is not computationally
trivial. In combinatorial literature, it is often assumed that needed counts are
already pre-computed [23, Section 3.2.1]. On the other hand, cryptographic
applications require careful management of the storage requirements associated
with the usage of (un)ranking functions [26,21,36], particularly if arbitrary-
precision integers are required to represent Cd(n, k).

We provide a systematic view of this tabulation mechanism that complements
the empirical evidence in the literature, and correlate it with the decomposition
function D of a strategy. We define χ

(d)
comb(n, k) as the (k + 1)× (n + 1) matrix

with entries (χ(d)
comb)i,j = Cd(j, i) for 0 ≤ i ≤ k and 0 ≤ j ≤ n. If d = 1, the entries

are the binomial coefficients
(︁

n
k

)︁
, and we denote the table by χbin(n, k). We drop

the parameters from the notation if clear from the context.
Naturally, the choice of D controls which rows of this matrix are used by the

(un)ranking algorithms. Consider Dl(k) = (1, k − 1) and Dr(k) = (k − 1, 1). In
such “linear” orders, the recursion must solve problems of all sizes in the sequence
(1, . . . , k). In other words, counts of the form Cd(n′, i) for all 1 ≤ i ≤ k − 1 and
any partial sum n′ < n must be in χcomb.
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Remark 2. For the aforementioned “linear” orders, one can extend the table
χcomb to store cumulative partial sums of Cd(n, k). However, this extension is only
useful if P is specifically designed to utilize these aggregates. In the literature,
this trade-off has been empirically explored in [26, Section 3.4]; we discuss the
necessary interaction between storage and strategy in Section 3.2.

On the other hand, for Ds(k) = (⌊k
2 ⌋, ⌈

k
2 ⌉), only a sparse subset of counts is

needed. While the reduced memory footprint of using ≺rb (and therefore Ds) was
empirically observed [21, Section 5], the authors did not provide a theoretical
bound. We formalize this advantage by showing the exact set of “row” indices
visited by (un)ranking algorithms whose decomposition strategy is Ds.

Definition 3. Let k ∈ Z>0 and ℓ = ⌊lg k⌋. The iterated halving set of k is
H(k) =

⋃︁ℓ
p=1{⌊

k
2p ⌋, ⌈ k

2p ⌉}, with H(1) = ∅.

It is straightforward to evaluate H(k) via the binary representation of k. Nonethe-
less, we provide a closed expression for its exact size, allowing precise estimates
of the size of χcomb as a function of parameters n, k, d for orders based on Ds(k).
We let ν2(k) = max{j ∈ Z≥0 : 2j | k} be the 2-adic valuation of k.

Proposition 1. For k ∈ Z>0 and ℓ = ⌊lg k⌋, we have that

|H(k)| = 2ℓ− ν2(k)− [[2ℓ < k < 2ℓ + 2ℓ−1]].

Practical considerations on the storage requirements of the tabling mechanisms
are further explored in Section 4.

3.2 Path and algebraic search
We discuss two optimization techniques for the case when P produces a monotonic
sequence, for instance Pinc(n, kl, kr) = (w1, . . . , wm) which is featured in ≺colex.
The search then reduces to finding an index in an ordered sequence.

The “bisect” technique. We observe that if P is monotonic, Equation (1) represents
a search over a sorted sequence of partial sums, defined as

A(n′, i, d) =
(︂

0,Cd(n′, i), . . . ,
∑︁min(n′,d)

j=0 Cd(n′ − j, i)
)︂

(2)

for 1 ≤ i ≤ k − 1 and n′ ∈ [n]. Consequently, the correct value w (or part p)
can be found via binary search in log d instead of d steps. This approach is
mentioned in [21, Section 4.4] and explored in [26, Section 3.2], who provide a
closed-form identity to compute arbitrary terms of this sequence directly. We
identified a substitution error in the proof [26, Section A.3], which actually yielded
Cd(n, k + 1)(l). The formula is fixed here by incrementing k in the summation.

Lemma 3 ([26, Proposition 3]). Let n, k, d ∈ Z>0, j = min(k, ⌊ n
d+1⌋), l ∈

[min(n, d)] and set u = n− (d + 1)i + k − 1. Then,

Cd(n, k)(l) =
j∑︂

i=0
(−1)i

(︃
k

i

)︃ [︃(︃
u

k

)︃
−

(︃
u− l

k

)︃]︃
.
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However, we identify redundant computations in the unranking algorithm
proposed by the authors in [26]. Lemma 3 requires summing O(k) binomial terms;
since the algorithm re-evaluates them independently at every step of the binary
search, the computational cost to find a single part is O(k log d). We argue that
a direct bisection search on the sequence A(n′, i, d) is more efficient, as it can be
constructed iteratively in O(d) steps.

Algorithms implementing this technique can make use of the tabling mecha-
nism discussed in Remark 2. We define χ

(d)
acc(n, k) to be a matrix holding accu-

mulated sizes of composition sets, with entries (χ(d)
acc)i,j = A(j, i, d) for 0 ≤ i ≤ k

and 0 ≤ j ≤ n. As the size of each entry, itself a sequence, depends on the choice
of parameters, we give a simple formula to calculate the number of entries of the
entire matrix, such that it can be effectively packed.

Proposition 2. The size of χ
(d)
acc(n, k) is (k + 1)

[︂
d(2n−d+1)

2 + 2(n + 1)
]︂
.

We discuss the trade-offs of using χacc with respect to the performance
of compatible unranking algorithms, and the general behavior of the “bisect”
technique, in Section 4.

The “partial sum” technique. If a binary search is not employed, the choice of Pinc
still allows for a different optimization. Instead of computing the combinatorial
count Cd(n′ − p, i) from scratch at each step of Equation (1), we can derive it
from the previous term using an arithmetic ratio, which is a generalization of [10,
Section 4.2]. A similar technique is found in [30, Section 1.13], in which the input
to unranking is a number in [0, 1) and no large integers are required.

Proposition 3. Let n, k, d ∈ Z>0 and j ∈ [min(i, ⌊n′−p−1
d+1 ⌋)]. Then,

Cd(n′, i)j

Cd(n′ − p, i)j
=

p∏︂
g=1

(n′ − g + 1)− (d + 1)j + i− 1
(n′ − g + 1)− (d + 1)j .

We observe that Proposition 3 can be used to obtain Cd(n′ − p, i) from the
previous term with only integer multiplications and exact divisions; it suffices to
first set p = 1 in the product above, and then substitute n′ by n′ − p.

Corollary 1.

Cd(n′ − p, i)j

Cd(n′ − p− 1, i)j
= (n′ − p)− (d + 1)j + i− 1

(n′ − p)− (d + 1)j .

Thus, the summation of Lemma 2 must be evaluated only k − 1 times, once at
the start of every recursion path, rather than at every step of Pinc.

We empirically measure the performance of both techniques in Section 4,
comparing them against (un)ranking algorithms to other orders.
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3.3 The “spiral” order for cryptographic applications

Cryptographic applications often require sampling combinatorial objects uni-
formly at random, and unranking algorithms are regularly employed for this
purpose. A direct consequence of the change of variable lemma [18, p. 190] is
that a bijection between two finite sets maps a uniform probability distribution
on one set to another such distribution on the other. Thus, providing uniform
random integers to unranking functions generates compositions drawn from the
same distribution.

Combinatorial counts Cd(n, k) used in unranking algorithms exhibit a strong
concentration of measure under the uniform random input condition. As estab-
lished in [8, Section VIII], the coefficients of powers of polynomials (such as the
generating function in Lemma 1) converge asymptotically to a Gaussian limit.
Particularly, it is shown in [28, Theorem 1.3] that Cd(n, k) follows a normal
distribution with an approximation error of O(n− 1

5 ).
This behavior implies that for a random rank, the partial sums Sj calculated

in the unranking “path” are also asymptotically Gaussian. Empirical data [28,
Table 1] suggests the approximation error is small (< 1%) even for modest
n ≥ 80, k ≥ 30. As parameters n, k, d suitable for cryptographic applications are
usually larger [21, Table 3], or bounded to a security level λ ≥ 128 such that
Cd(n, k) ≈ 2λ (e.g., [14, Table 1] and [7, Table 5]), we argue that the Gaussian
behavior can be exploited to accelerate unranking algorithms. Concretely, we
propose a path function Ps = (µ, µ + 1, µ − 1, µ + 2, µ − 2, . . . ) ∩ [d] for some
expected value µ. We first properly characterize this quantity.

Statistics of random bounded compositions. Let R be a discrete random variable
that represents the total sum of a composition z

r← Cd(n, k)(l), where Cd(n, k)(l) =⋃︁n
r=n−l Cd(r, k), generalizing the simpler setting of drawing from Cd(n, k). We

recall that the p-th raw moment of R is E[Rp] = µp

µ0
, with µp(n, k, d, l) =∑︁n

r=n−l rp · Cd(r, k). (We write µp whenever clear from the context.) For p = 0,
the rp term vanishes and µ0 = Cd(n, k)(l), calculated via Lemma 3. We provide a
closed-form generalization of this result which might be of independent interest.
First, we prove an auxiliary lemma on weighted sums of binomial coefficients.

Proposition 4. Let s, c, y, l ∈ Z≥0 and W (s, c, y, l) =
∑︁y

r=y−l rs
(︁

r
c

)︁
. Then,

W (s, c, y, l) =
{︄(︁

y+1
c+1

)︁
−

(︁
y−l
c+1

)︁
if s = 0,

c ·W (s− 1, c, y, l) + (c + 1) ·W (s− 1, c + 1, y, l) otherwise.

Now, we calculate the exact p-th raw moment.

Theorem 4. Let n, k, d ∈ Z>0 as per Lemma 2, j = min(k, ⌊ n
d+1⌋), l ∈ [d] and

set ui = (d + 1)i− k + 1 for convenience. Then, for any p ∈ Z≥0,

µp(n, k, d, l) =
j∑︂

i=0
(−1)i

(︃
k

i

)︃ [︄
p∑︂

s=0

(︃
p

s

)︃
ui

p−sW (s, k − 1, n− ui, l)
]︄

.
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To define the expected mean and variance of R in terms of µp, the following
corollaries are useful. We let W0(k′) = W (0, k′, n− ui, l) for readability.
Corollary 2.

µ1(n, k, d, l) =
∑︁j

i=0(−1)i
(︁

k
i

)︁[︂
(d + 1)i ·W0(k − 1) + k ·W0(k)

]︂
.

Corollary 3.

µ2(n, k, d, l) =
j∑︂

i=0
(−1)i

(︃
k

i

)︃
(αi + βi + γi)

for αi = ((d + 1)i)2 · W0(k − 1), βi = k(2(d + 1)i + 1) · W0(k) and γi =
k(k + 1) ·W0(k + 1).

The first and second raw moments of R are respectively E[R] = µ1
µ0

and
E[R2] = µ2

µ0
. Consequently, the second central moment is V(R) = E[R2]− (E[R])2

[18, p. 244]. We are now able to provide formulas for the first raw and second
central moments of the partial sums of a random bounded composition from the
accumulated set.
Proposition 5. For k > 1, let X1, . . . , Xk be discrete random variables that
represent the i-th part of a composition z

r← Cd(n, k)(l) for 1 ≤ i ≤ k, and
Sj =

∑︁j
i=1 Xi be the j-th partial sum, with Sk = R. Then,

E[Sj ] = j · E[R]
k

and V(Sj) = j(k − j)
k − 1 · V(X1) + j(j − 1)

k(k − 1)V(R)

with V(X1) = 1
µ0(n,k,d,l)

(︂∑︁min(n,d)
y=0 y2µ0(n− y, k − 1, d, l)

)︂
−

(︂
E[R]

k

)︂2
and the

moments of R as given above.
For the simpler case of l = 0, we have V(R) = 0 and E[Sj ] = j · n

k . During
the computation of Ps, the remaining sum n′ across i remaining parts shares
the identical distribution as Si due to the exchangeability of parts. Thus, at any
recursive step, the expected value of the next part is n′

i , the “center of the spiral”.
We are also able to define a suitable tabling mechanism. For max(0, n−(k−i)d) ≤
n′ ≤ min(n, i · d), 1 ≤ i ≤ k, and c ∈ Z>0, the probabilistic table

χ
(d)
comb-σ(n, k) =

{︂
(n′, i) ∈ χ

(d)
comb(n, k) : |n′ − E[Si]| ≤ c ·

√︁
V(Si)

}︂
is a truncation of χcomb which covers the high-probability “band” delimited by
Proposition 5. (Without loss of generality, we define χ

(d)
acc-σ(n, k) analogously.)

Relying on the asymptotic Gaussian convergence of these compositions, selecting
c = 4 covers roughly 99.993% of the probability mass while storing only a fraction3

of the original matrix. An unranking algorithm employing this table will rarely
fall back to direct computation (e.g., via Lemma 2) if the required combinatorial
count is not found.
3 The

√︁
V(Sj) term traces an elliptic segment (characteristic of a Brownian bridge)

whose integral yields a total area of O(k
√

k).
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4 Experiments

Next, we compare the performance and storage requirements of several algorithms
and techniques previously discussed. To reproduce the experiments, we provide
source code and accompanying documentation [33]. We choose parameter sets
based on the TSL construction in [14, Table 1], which may be employed in SLH-
DSA [25]. For the λ = 128 security level, equivalent to Cd(n, k) ≈ 2λ, we select
k ∈ {25, 67, 136} and calculate n, d according to [14, Section 4.2]. We denote by
ps the “partial sums” technique, and by bis the “bisect” technique. Table 1 shows
the results of our evaluations.

Experimental setup. All benchmarks are run on an AMD Ryzen™ 7 9700X @
3.8GHz in a GNU/Linux environment (kernel 6.19.11) and gcc 15.2.1. Executables
are compiled with the -O3 -march=native -mtune=native set of optimization
flags. We employ _BitInt(N), a C23 type for (un)signed integers of bit length N
[13, Section 6.2.5]. We set N = 256 for the experiments discussed hereafter, and
remark that the choice of N directly impacts storage requirements and performance
of (un)ranking algorithms. We do not show ≺gray, ≺bous or lexicographic variants
due to their equivalent (or worse) performance compared to other orders. All
tables are implemented as ragged arrays with appropriate metadata, packing the
data structure optimally.

Table 1. Performance and behavior of selected unranking algorithms and tabling
mechanisms. Table size is measured in 256-bit integers (×103) and performance is
measured in CPU cycles (×103). Results are the average of 210 calls with random seeds.

Tabling mechanism Unranking algorithm performance

Type Size Hits (%) colex ps bis rb spiral

C 8
6
(3

84
,
25

)

– 0.00 0.00 1141.03 178.78 9000.06 1613.85 1422.24
χbin 10.34 100.00 74.60 102.53 382.53 221.10 92.33
χcomb-2 3.25 97.63 10.79 103.41 383.40 49.92 13.78
χcomb-4 5.55 99.99 9.13 103.84 381.19 50.13 12.73
χcomb 10.01 100.00 9.18 103.56 381.71 52.51 11.96
χacc-2 233.82 89.04 9.09 105.80 65.75 47.45 11.82
χacc-4 417.29 97.67 9.09 103.33 33.68 47.33 11.87
χacc 753.48 100.00 9.12 103.82 7.46 47.53 11.98

C 9
(6

6,
67

)

– 0.00 0.00 490.13 282.91 3536.53 354.40 564.50
χbin 6.83 100.00 37.24 41.93 171.70 77.20 42.58
χcomb-2 1.29 97.36 6.12 45.59 171.56 24.34 8.18
χcomb-4 2.28 100.00 5.72 42.25 172.74 25.25 7.20
χcomb 4.56 100.00 5.46 44.78 176.40 23.85 6.89
χacc-2 10.83 77.35 5.37 42.34 47.01 23.82 6.96
χacc-4 19.52 81.13 5.06 41.92 41.33 25.06 6.95
χacc 46.36 100.00 5.11 42.34 6.45 24.13 6.90

C 4
(3

9,
13

6)

– 0.00 0.00 932.53 759.97 5010.33 264.35 929.96
χbin 14.80 100.00 52.92 53.76 206.63 68.89 57.28
χcomb-2 1.65 96.25 7.59 54.16 206.42 34.37 10.68
χcomb-4 2.88 99.96 5.52 54.46 202.73 35.03 8.91
χcomb 5.48 100.00 5.21 54.32 206.02 32.66 8.68
χacc-2 6.39 58.24 5.20 55.30 97.19 32.32 8.67
χacc-4 11.28 61.33 5.15 54.33 89.26 32.49 9.24
χacc 31.28 100.00 5.15 54.73 5.93 32.90 8.64
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Performance discussion. The performance of unranking algorithms is highly
sensitive to the chosen parameter sets and the availability of pre-computed
tables. In the absence of such mechanisms, ≺rb is the most efficient strategy
for larger k, particularly against the canonical ≺colex. On the other hand, the
ad hoc optimization ps drastically accelerates ≺colex for small k regimes and
monotonic strategies. While ≺spiral offers a theoretically optimal search path,
its practical advantages are restricted by the choice of parameters. In isolated
synthetic evaluations with C8(200, 50) and C42(525, 25), performance is improved
by up to 8% in the absence of tabling mechanisms.

However, parameters derived from known cryptographic algorithms are usually
optimized for bandwidth and security bounds rather than statistical density. In
these specific configurations, the variance of the partial sums remains sufficiently
large such that ≺spiral does not yield a decisive computational advantage over
other strategies previously discussed. Nonetheless, we emphasize that ≺spiral can
be applied to future cryptographic primitives where larger, statistically dense
parameter regimes are required.

Storage discussion. The introduction of χcomb essentially balances performance
across the selected algorithms, except for ps, which does not benefit from any
pre-computed tables other than χbin. If ample memory is available, bis paired
with χacc is usually the fastest solution. Table 1 also shows how many wide
integers are required to allocate several types of tabling mechanisms for Dl or
a similar “linear” decomposition. Neither χbin nor χacc offer effective trade-offs;
notably, χacc consumes 3–42× more storage than χcomb for negligible speed gains
(< 3×). It also grows quickly even for moderate parameters and can only be used
by a particular class of strategies.

Consequently, we identify χcomb as the superior general-purpose choice. For
constrained environments, probabilistic alternatives provide excellent value: set-
ting c = 4 halves storage with only a 2–6% performance penalty. Finally, Ds

remains highly efficient: as |H(k)| ≈ lg k by Proposition 1, it makes ≺rb compet-
itive against ≺colex or ≺spiral, even when the recursion tree is unbalanced. For
instance, the χcomb table size is reduced from 5480 to only 400 integers if ≺rb is
employed for C4(39, 136).

Constant-time implementations. We observe that while the generic framework
does not eliminate side-channel vulnerabilities, it isolates the sources of informa-
tion leakage. The side-channel resistance of any instantiated algorithm reduces
to the choice of strategy Σ = (D, P, S). Specifically, D operates only on public
parameters, and S performs basic arithmetic on the rank r, which can be secured
using standard constant-time arithmetic primitives. The attack surface is thus
restricted to P; since it dictates the recursion path, it introduces data-dependent
branching (loop terminations derived from z or r) and memory accesses (table
lookups for Cd(n, k)). Consequently, producing a data-oblivious (un)ranking al-
gorithm does not require restructuring the combinatorial logic, and reduces to
the design of a constant-time evaluator for P.
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5 Conclusion

We argue that our approach allows us to unify distinct algorithms found in the
literature under a single algebraic definition, and study orders from a structural
viewpoint. Furthermore, the choice of strategies is more suitable to finding new
perspectives on optimizing (un)ranking algorithms for specialized applications.
We provide an example of this methodology by proposing the “spiral” order, based
on the uniform random input condition imposed by cryptographic algorithms.
We hope this framework sheds light on the deep connections of the combinatorial
theory underpinning the discussed cryptographic applications.

Future work. We suggest the characterization of other ad hoc optimizations, such
as pre-computing “pivots” to optimize the unranking algorithm, with respect to
our strategy framework. Additionally, the statistics can be extended to analyze the
storage requirements of the binomial table χbin under the uniform random input
condition; preliminary evidence shows that similar high-probability patterns arise
when Lemma 2 is used to evaluate Cd(n, k). The formal verification of our generic
implementations and the exploration of constant-time (un)ranking algorithms
for cryptography are also highly interesting avenues of research.
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